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Abstract

Networked and distributed control is becoming a key enabling architecture for modern aero-engines, playing
a crucial role in full-envelope safety, mission reliability, thrust—attitude coordination, and online health
management. However, transmission uncertainties inherent in communication networks, such as time delays,
packet dropouts, and link jitter, can disrupt the temporal consistency between measurements and control
commands. These effects may further induce non-Gaussian and time-varying equivalent noise, for which
conventional estimation- and residual-based fault diagnosis methods are limited. To address this problem, this
study proposes a robust fault diagnosis methodology for a networked distributed control system of a high-
bypass-ratio turbofan engine under severe transmission uncertainties. The propagation mechanisms of sensor
faults, actuator faults, and network-induced anomalies are first analysed in the closed-loop system, and a
unified fault propagation model is established to derive an augmented fault-space representation. Based on
this representation, an unscented Kalman filter incorporating an adaptive kernel-bandwidth minimum
information entropy criterion is developed to improve robustness against non-Gaussian and time-varying
disturbances. A full-dimensional fault detector is then constructed for system-level fault detection. To satisfy
node-level diagnostic requirements, a fault collapse coefficient is embedded into a bank of reduced-order filters
to attenuate fault coupling from other nodes, thereby enabling simultaneous node-level fault isolation and fault
severity estimation. Simulation results demonstrate that the proposed method maintains a fault detection rate
above 98%, a node-level fault isolation rate exceeding 99%, and a fault estimation accuracy of approximately
99.4%-99.8%, even when the packet loss rate reaches 75%. These results suggest that the proposed
framewaork can improve robust fault diagnosis for aero-engine networked control systems under severe packet-
loss conditions.
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1. Introduction

The reliability of aero-engine control systems is directly associated with flight safety, mission
continuity, and stable propulsion-system operation over the full flight envelope [1]. For modern high-
bypass-ratio turbofan engines, the control system increasingly integrates sensing, actuation,
communication, onboard computation, fault diagnosis, and health-management functions into a
safety-critical cyber-physical system [2]. Recent studies on gas-turbine and aero-engine health
management have highlighted the importance of uncertainty representation, health degradation
estimation, digital-twin modelling, and real-time gas-path fault diagnosis for improving engine safety
and operational reliability [3—-6]. These developments indicate that next-generation aero-engine
control systems require diagnostic methods that can operate reliably not only under complex
thermodynamic dynamics but also under communication-induced uncertainties introduced by
distributed control architectures.

Driven by the demand for lighter, more modular, and more intelligent propulsion control systems,
aero-engine control architectures are gradually shifting from conventional centralized full-authority
digital electronic control systems to networked and distributed configurations [7]. In a distributed
https://doi.org/10.71945/icas2026_0149 1
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architecture, sensing, computation, and actuation functions can be assigned to intelligent nodes
connected by communication links, thereby reducing wiring complexity, alleviating the computational
burden of the central controller, and providing an architectural basis for node-level fault isolation and
local fault tolerance [8,9]. However, the communication network also becomes a part of the closed-
loop system. Transmission delays, packet dropouts, link jitter, scheduling mechanisms, and node
heterogeneity may alter the effective arrival time and validity of sensor measurements and actuator
commands. As a result, network-induced anomalies may enter both the input and output channels
and become coupled with physical sensor and actuator faults in the residual space. This coupling
poses a significant challenge to aero-engine fault diagnosis [10].
Conventional centralized diagnostic methods usually assume that measurement information and
control commands are temporally consistent, and that process and measurement noise can be
approximated by Gaussian distributions. Under networked distributed control, these assumptions
may be violated. Packet losses can force nodes to use held, predicted, or fail-safe values;
transmission delays can break the synchronization between controller states and sensor outputs;
and link jitter can introduce irregular residual fluctuations. Research on networked systems has
shown that packet dropouts, time-varying delays, and communication constraints can substantially
affect state estimation, residual generation, and fault decision logic [11,12]. Nevertheless, most of
these studies are formulated for general nonlinear or stochastic networked systems, whereas aero-
engine distributed control systems further involve strong nonlinear thermodynamic dynamics, multi-
variable coupling, and strict real-time safety constraints.
Existing aero-engine fault diagnosis studies have made substantial progress in model-based filtering,
uncertainty-aware health estimation, digital-twin diagnosis, and deep-learning-based fault
recognition [13—-16]. These methods demonstrate the potential of combining physical modelling and
data-driven learning in engine health management. However, several limitations remain when they
are applied to networked distributed engine control. First, sensor faults, actuator faults, and network-
induced anomalies are often treated separately, and a unified fault-space representation for aero-
engine networked distributed control systems remains insufficiently developed. Second, residual-
based detection methods relying on Gaussian assumptions may suffer from biased estimation and
threshold mismatch when packet dropouts and delays generate non-Gaussian, time-varying, or
heavy-tailed equivalent noise. Although entropy-based robust Kalman filters have shown advantages
in dealing with non-Gaussian disturbances [17-20], their application to aero-engine networked fault
diagnosis remains limited. Third, distributed architectures introduce inter-node fault coupling, making
it difficult to determine whether a residual abnormality originates from the node under diagnosis, from
another coupled node, or from the communication network itself.
Therefore, a research gap remains in developing a unified and robust diagnostic framework that can
simultaneously represent physical component faults and network-induced anomalies, generate
reliable residuals under non-Gaussian transmission uncertainty, and isolate node-level faults in the
presence of inter-node coupling.
To address these problems, this paper proposes a robust fault diagnosis methodology for a
networked distributed control system of a high-bypass-ratio turbofan engine under transmission
uncertainties. Unlike previous studies that treat physical faults and communication anomalies
separately, this study formulates both effects within a unified augmented fault-space representation.
On this basis, an adaptive kernel-bandwidth minimum-information-entropy UKF is developed for
robust residual generation under non-Gaussian and time-varying disturbances. A full-dimensional
detector is constructed for system-level fault detection, while a bank of reduced-order filters with a
fault collapse coefficient is designed for node-level fault isolation and fault severity estimation.
The principal contributions of this paper are summarised as follows:
1. A unified fault propagation model is established for aero-engine networked control systems,
enabling sensor faults, actuator faults, and network-induced anomalies to be described in an

2



ROBUST FAULT DIAGNOSIS FOR AERO-ENGINE NETWORKED CONTROL SYSTEMS

equivalent augmented fault space.

2. An adaptive kernel-bandwidth minimum-information-entropy UKF is proposed to enhance the
robustness of residual generation under non-Gaussian and time-varying disturbances caused by
transmission uncertainty.

3. A reduced-order node-level diagnostic structure with a fault collapse coefficient is developed to
attenuate inter-node fault coupling and realise simultaneous fault isolation and fault severity
estimation.

The remainder of this paper is organised as follows. Section 2 describes the control system

augmented fault propagation model, and the proposed robust filtering and node-level diagnosis

algorithms. Section 3 presents the simulation setup and evaluates the diagnostic performance under
different packet-loss conditions. Section 4 discusses the robustness, limitations, and engineering
implications of the proposed method.

2. Methodology

2.1 Networked Control System Architecture
The investigated plant is a high-bypass-ratio turbofan engine equipped with a distributed networked

control system. In contrast to a conventional centralized FADEC architecture, the proposed
architecture decomposes sensing, control computation, actuation and diagnostic functions into
several time-triggered nodes. These nodes exchange measurement data, control commands and
health-management information through redundant communication buses. The resulting structure is
intended to reduce wiring complexity and computational concentration while preserving deterministic
timing, which is essential for aero-engine control applications.
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Figure 1 — Networked control system architecture for a turbofan engine

The communication layer is designed around a time-triggered protocol, in which all nodes share a
global time base and transmit frames according to an offline static schedule. Sensor nodes acquire
and preprocess key engine variables. Actuator nodes execute control commands. Controller nodes
receive the scheduled measurements, evaluate the control law and logic constraints, and send
commands to the corresponding actuator nodes. Because the node functions and the data-frame
sequence are specified at the design stage, the architecture avoids dynamic bus competition and
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reduces timing uncertainty in the closed loop.

A separate diagnostic bus is reserved for health-state information, node monitoring data and fault-
diagnosis messages. This separation decouples health-management traffic from the main control
data stream, so that diagnostic communication does not interfere with the control loop. It also
provides a structural basis for later system-level detection, node-level isolation and fault-tolerant
control.

Each intelligent node is organised as four functional layers: a sensor/actuator acquisition layer, a
signal conditioning layer, a fault-diagnosis layer and a bus-controller layer. The acquisition layer
interfaces with local sensors or actuators. The conditioning layer performs nonlinear correction,
range scaling and signal preprocessing. The diagnostic layer compares locally processed
information with bus-transmitted control signals to support node-side fault evaluation. The bus-
controller layer parses and transmits time-triggered frames. Although these layers are functionally
independent, they operate under the same clock and therefore maintain a clear sequence of

acquisition, conditioning, diagnosis and communication.
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Figure 2 — Intelligent node architecture based on the time-triggered bus

The controller node follows the same modular principle. Its core modules include control-logic
computation, internal signal interfacing and bus communication. After receiving the scheduled
sensor and node-state information, the controller performs local control-law calculation and then
sends the resulting commands through the time-triggered bus. If one controller node degrades or
fails, the effect can be confined to a local control function rather than immediately propagating to the
whole engine control system. This architectural localisation is an important prerequisite for node-
level fault isolation.
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Figure 3 — Controller node architecture based on the time-triggered bus
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In one 15 ms control period, the sensor node first samples the engine state and transmits it to the
fuel controller; the fuel command is then sent to the fuel actuator; after the fuel-loop execution is
completed, the VSV controller and VSV actuator are scheduled in sequence. This sample-control-
execute timing chain is used as the basis for subsequent fault-propagation and diagnosis modelling.
The network configuration of the established networked control system is listed in the following table.

Table 1 — Communication network parameters and static scheduling configuration

Parameter name Parameter value Description
Network type TDMA Time-division multiple access is adopted
Network number 1 Communication network instance number
Number of nodes 5 Total number of nodes participating in communication
Data rate 320kbps Data transmission rate at the physical layer
Minimum frame size 160bit Minimum bit length of a single communication frame
Slot size 160bit Bit length corresponding to a single time slot
Loss probability 0 Random packet loss probability
Initial seed 0 Network random seed
Static schedule [51324] Data transmission order of each node

The scheduling timing logic of each node is shown in the following figure.
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Figure 4 — Network scheduling sequence of all nodes within one control period

2.2 Networked Control System Fault Propagation Model
The diagnostic model is formulated by treating physical component faults and network-induced

anomalies in a unified fault space. A fault is interpreted as an additional deviation that causes the
actual system response to depart from its nominal response. This representation is sufficiently
general to describe structural degradation, parameter drift, bias faults and information distortion,
because each of these phenomena ultimately introduces an additive or equivalent additive
component in the measured or controlled variable.

ZAct = ZNormal +Az (l)

For a nonlinear aero-engine control system, actuator faults and sensor faults have different
propagation characteristics. An actuator fault enters through the input channel and therefore affects
both the current output and the future state trajectory. A sensor fault acts directly on the output
measurement and may propagate further only when the corrupted measurement is fed back into the
controller. After local linearisation and discretisation around an operating point, the open-loop fault
model can be written in state-space form with separate input-side and output-side fault terms.
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Ax(k +1) = AAX(K) + B(Au(k) + f,(k))
Ay(k) = CAX(k) + D(Au(k) + f,(k)) + fs (k)
In a networked control system, communication uncertainty can be represented in the same modelling
framework. Input-side delay means that the actuator receives an outdated command rather than the
current controller output; output-side delay means that the controller receives outdated measurement

information. The difference between the delayed signal and the nominal current signal is therefore
equivalent to an additional network-induced input or output fault.

d,(k) =Au(k — 7, (k)) — Au(k)
3,() = Ay(k—7, () - Ay (k)
Packet dropout is handled similarly by introducing a binary random reachability variable, which
indicates whether a control or measurement frame is successfully received at the current sampling

instant. If the frame is lost, the node uses a held or unavailable signal, producing an equivalent
deviation from the nominal transmission.

Au,, (k) =T, (k)Au(k -7, (k))

AY o (k) =Ty (K)Ay (k -7, (k))
Consequently, faults in the control system and the communication network can be described by the
following complex fault-propagation architecture.

(2)

©)

(4)

Ax(k +1) = AAX(K) + BAu(k) + B(T, (K)Au(k — 7, (k)) — Au(k))
+Bf, (k)
Ay(k) = CAX(K) + DAu(K) + D(T, (K)Au(k — 7, (k)) — Au(k)) 5)
+Df , (k) + f (K)
+T7, (K)o, (k) + (I, (k) =1)&(k)
Where &(k) = (CAx(K) + DAu(k) + D(T, (K)Au(k — 7, (k)) — Au(K)) + Df , (k) + < (K)).

Network delay, packet loss, actuator faults and sensor faults can be merged into an augmented fault
vector.

{ f,(k) =T, (K)Au(k — 7, (k)) — Au(k) (6)

f, (k) =T (K)o, (k) + (T, (k) -Dc(k)

In this augmented representation, the conventional control-system fault space and the network fault
space share the same input-output structure.

Ax(k+1) = AAx(K)+BAu(k) +(B 0)( f,(k) fy(k))T +(B 0)(fu(k) fo(k))
. )
Ay(k) = CAx(K)+DAu(k)+(D  1)(f,(k) (k) +(D 1)(f(k) fo(k))'
Where (fA(k) fg (k))T is described control-system fault space, (fu(k) fy(k))T is described
network fault space.
Finally, the fault propagation model of networked control system as follows:
Ax(k +1) = AAx(k) + BAu(k)+(B  0)( f,(k) fs(k))T +w(Kk)
Ay(k) = CAx(k) + DAu(k)+(D  1)( f.(k) fs(k))T+\7(k)

where @(k) and V (k) denote composite noises induced by network transmission, each formed by

(8)

the superposition of non-Gaussian and Gaussian noise components; therefore, neither follows a
6
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Gaussian distribution.

The principal difference is statistical: the equivalent noise caused by network transmission combines
Gaussian measurement uncertainty with non-Gaussian disturbance components introduced by delay
and dropout. This non-Gaussian characteristic motivates the use of the adaptive minimum-
information-entropy unscented Kalman filter in the residual-generation stage.

2.3 Adaptive Minimum Information Entropy Criterion Unscented Kalman Filter
Network time delay packet loss, and other transmission uncertainties do not follow a conventional

Gaussian distribution, filter structures designed under the assumption of Gaussian noise cannot
effectively suppress non-Gaussian noise. Therefore, study uses the adaptive minimum-information-
entropy criterion within the UKF framework to improve the robustness of the filter under non-
Gaussian noise.

The minimume-information-entropy criterion evaluates the uncertainty of the filtering error distribution.

3 =-10g, (3. P@)") ©

Where P(X) is the probability of the event X occurring.
A Gaussian kernel is used to estimate the residual distribution through a Parzen-window
approximation.

A N2

J=r (10)

N N

2.2 k(e (k)—e; (k)

i=1 j=1

Where N is the width of window, o is the bandwidth of gaussian kernel function.
And the kernel bandwidth is adjusted according to the predicted allowable error and the current
estimation condition.

(k) = Voreer () = IR TK=D) I, (11)
Where Y, 1S the allowable error output calculated by system, ¥ is the estimate output from filter,

| ||, is defined (x" Ax)"?, and R(K) is covariance matrix of measurement equation.

Based on the above method, the filter gain calculation of the AMInIEC-UKF is transformed into
solving for the minimum of the cost function J :

I(K) =K, (1 X(K) = ROk =D) [l )+
o (12)
K, (I'y(k) = Y(k |k =1) = HK)(x(k) = X(k | K =D)) [| 2,,,)
J2(k)
Where H (k) is the measurement equation.
Finally, the filter gain is given by:
K(K) =P (k[k-D+SH (k)¢ (13)

2

i) HOTRA(K)

In this way, abnormal residual samples caused by non-Gaussian disturbances are suppressed
without discarding useful state information.

Where ¢ is defined k_(||y(k)— (k| k—1)|

2.4 Networked Control System Fault Detection Isolation and Accommodation
As shown in the figure 5, the complete diagnostic structure contains two coordinated modules: a full-

7
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order filter for system-level detection and a reduced-order filter bank for node-level isolation and
estimation. The full-order filter answers whether the networked control system is abnormal, while the
reduced-order filters identify where the abnormality is most likely located and estimate its severity.
This division is suitable for a distributed FADEC architecture because it separates global health
monitoring from local node diagnosis. It also limits fault coupling: once a node-level model excludes
the suspected faulty information path, the remaining model can estimate the engine state and the
fault magnitude with reduced contamination from neighbouring nodes.

Control system fault detection module
]\ y >| System filtered value
Bus received signal Full-order filter "
S (k)
System fault status
y(k); (k),
Bus received signal > > Node filtered value
Reduced-order filter i A
v(k), S k),
Physical acquisition signal > Node fault status
Control system fault isolation module

Figure 5 — Architecture of network control system fault detection isolation and accommodation

System-level fault detection is performed by a full-order robust filtering module. The full-order filter
uses all available measurement channels to estimate the engine state and to generate a prediction
of the measured outputs.

According to Eq. (8), it can be rewritten as the following state-space model:

AX(k +1) | B, |0 AX(K) w(K)
fo(k+1) |= ( dlag(KA, Ks)j f,(k) |+ BAu(k)+
fo(k+1) ! fs (k) (14)
AX(K)
Ay(k) = (C D, |1 ) fo(k) |+ DAu(k)+Vv (k)
fs (k)

where B, is the subset of the B matrix corresponding to the actuator input channel, D, is the
subset of the D matrix corresponding to the actuator input channel, and K, and K are the node
fault gain vectors. If node i is a sensor node, then K, =0, and the element of K corresponding to
the i-th row and i-th columnis A, while all the remaining elements are zero. Here, A is the node

fault collapse coefficient, with A4 €[0,1].
Therefore, for a single node, the fault model at the node is reduced to the following form:

Ax(k+D (A (BalO)gy | Ax(K) +BAu(k)+(‘_"(k)j
f(k+1), - deel )\ f),

AX(K)

(15)
Ay(k)=(C (D, |)m)( " J+ DAu(k) +V (k)

8
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where €; is a unit column vector, and (A).;, denotes all elements in the i-th column of matrix A.

The system shown in Eq. (14) is the fault detection model for the distributed control system, while
the structure shown in Eqg. (15) is the node fault isolation and accommodation model for the
networked control system.

The residual is defined as the difference between the actual measurement and the filter-predicted
output. A weighted sum of squared residuals (WSSR) is then calculated as the fault-evaluation
statistic.

Ay(k) = y(k) - y(k)
WSSR(k) = Ay(k)" @(K)Ay (k)
Where, @(Kk) is the residual weighting matrix.

(16)

Under normal operation, the residual remains close to the uncertainty range of the measurement
system; when a sensor, actuator or network-induced equivalent fault occurs, the residual increases
and the WSSR crosses the detection threshold.

Once the system-level module indicates an abnormal condition, node-level isolation and fault
accommodation are carried out by a reduced-order filter bank. The method follows the principle that
a filter excluding the faulty measurement channel can still provide a reliable state estimate, whereas
a filter that includes the faulty channel will inherit the fault information and produce an increased
residual statistic.

By comparing the WSSR values of multiple reduced-order filters constructed from different
measurement subsets, the faulty node can be isolated. The same predicted output can also be used
to reconstruct the corrupted measurement, which provides corrected information for subsequent
fault-tolerant control.

Vi
S . 5| Fault detection Optimal filter bank WSSR,
€nsor 7 E l ™
- 0 Reduced-order filter 1
N i Threshold g % - WSSR, o
. au
ero - 5 E > I Reduced-order filter 2 i__ « colati
engine ; Vi | WSSR | n s isolation|
Optimal | 5 g
Pl
filtes [ Residual | = WSSR,
| Reduced-order filter m i__
. Output prediction
Actuat < FADEC svst (D) Fault parameter _
o [ s reconstruction Fault information

Figure 6 — Typical fault-diagnosis system based on a reduced-order optimal filter

The estimated node fault is obtained by applying the AMIinIEC-UKF to the fault model. The resulting
node-level output consists of the isolated node label, the estimated fault coefficient and the
reconstructed measurement or command where applicable. These outputs provide the information
required by a higher-level accommodation or reconfiguration strategy, although the present paper
focuses on diagnosis rather than closed-loop fault-tolerant control.

3. Results

3.1 Simulation Setup
The experimental validation is conducted under both steady-state and dynamic operating conditions.

The fault injection strategy is kept identical in the two experiments, while the engine operating state
is changed to evaluate the fault diagnosis performance under different conditions.

Case 1: Steady-state experiment, the cruise operating condition of the engine at H =11km,
Ma =0.85, and PcnL =100% is selected as the test condition. The simulation time is set to 550s.

9
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Starting from t =10s, 11 different faults are injected sequentially with a slope of —0.01/s, decreasing
from 1.00 to 0.95. Each fault is then held for 25s and subsequently removed with a slope of 0.01/s.
The specific fault injection sequence is shown in Figure 7.

Fault Injection Sequence
I T T T T T T T T

[—FMV —— VsV Penl

PenH ——T25 , TS P25 P3 P5 - Ps3]|
(]
=
Eﬂ 0.98 —
=
= 0.96 - .
| | | |
0 50 100 150 200 250 300 350 400 450 500 550

Time/s

Figure 7 — Sequential fault injection profile

Case 2: Dynamic-state experiment, the same cruise operating condition is used as the initial
operating point. The simulation time is also set to 550s. During the simulation, a controller is adopted
to regulate the PcnL . From t =5s, the PcnL decreases continuously at a slope of -5 rpm/s until

the end of the simulation. Starting from t =10s, the same 11 faults are injected sequentially.

To evaluate the influence of distributed-bus packet loss on fault diagnosis under both steady-state
and dynamic conditions, four packet-loss cases are considered. The packet loss rates of the
distributed bus are set to 0%, 25%, 50%, and 75%, respectively.

Evaluation metrics include fault detection rate, false alarm rate, node fault isolation rate, and fault
estimation accuracy. The fault detection rate measures the ability to identify true fault states; the
false alarm rate characterizes the probability of a fault-free state being misclassified as faulty; the
node fault isolation rate and fault estimation accuracy evaluate the fault localization capability and
the fault severity reconstruction capability, respectively.

3.2 Fault Detection Results
Under closed-loop control conditions, the steady-state case is shown in the figure 8. Since this study

focuses on fault diagnosis of the control system rather than fault-tolerant control, the reconstructed
signal values obtained from the fault diagnosis results are not fed back to the control system in real
time to assist closed-loop control. This arrangement is intended to demonstrate the effectiveness of
the proposed fault diagnosis method and to avoid the influence of controller robustness on the
diagnostic results.

10
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Figure 8 — Variations in controlled variable and control variable under steady-state condition
Communication packet loss alters the fluctuation characteristics of both control and controlled

variables, the AMinlEC-UKF full-dimensional fault detector maintains a high fault detection rate under
all packet loss conditions examined.
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Figure 9 — Residuals and fault detection results under steady-state condition

As the packet loss rate increases from 0% to 75%, the fault detection rate rises from 99.06% to
99.66%, all exceeding 99%. At the same time, the false alarm rate increases from 1.58% to 6.83%,
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which suggests that under severe packet loss conditions, a trade-off may need to be struck between
fault sensitivity and the ability to correctly identify fault-free states.

Under dynamic conditions, the engine speed command varies continuously, and the combined
influence of state evolution and network packet loss renders residual discrimination more challenging.
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Figure 10 — Variations in controlled variable and control variable under dynamic-state condition
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Figure 11 — Residuals and fault detection results under dynamic-state condition

The fault detection rates for Cases 1 to 4 are 98.91%, 99.28%, 99.37%, and 99.53%, respectively,
all approaching or exceeding 99%. The missed detection rate decreases progressively from 1.09%
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to 0.47%. These results indicate that the proposed method is capable of identifying fault
characteristics with reasonable stability under dynamic operating conditions. Consistent with the
steady-state findings, the false alarm rate increases with the packet loss rate, which implies that in
practical applications the detection threshold may benefit from adjustment according to the mission
phase and the acceptable risk profile.

Table 2 — Fault Detection Performance Under Different Packet Loss Rates

Case Packet Loss Rate Fault Detection Rate False Alarm Rate
0% 99.06% 1.58%
25% 99.54% 2.35%
Steady-state
50% 99.64% 3.19%
75% 99.66% 6.83%
0% 98.91% 1.96%
. 25% 99.28% 2.48%
Dynamic-state
50% 99.37% 3.40%
75% 99.53% 7.04%

3.3 Node-Level Fault Isolation and Accommodation Results
The node-level fault isolation and Accommodation results are illustrated in Figures 12 and 13. The

reduced-order filter bank demonstrates a high fault localization capability under both steady-state
and dynamic conditions. Under steady-state conditions, the node fault isolation rate reaches 100%
for Cases 1 and 2; at packet loss rates of 50% and 75%, the isolation rates are 99.98% and 99.77%,
respectively, with only a small number of isolation failures observed. Under dynamic conditions, the
isolation rate exhibits a slight decline as the packet loss rate increases; nevertheless, Case 4 still
maintains 99.63%. These results indicate that the node-level diagnostic structure possesses a

degree of robustness against communication packet loss.
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Figure 12 — Node-level fault isolation and estimation results under steady-state condition
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Figure 13 — Node-level fault isolation and estimation results under dynamic-state condition

With respect to fault estimation accuracy, the results across all operating conditions remain close to
99.4%. The steady-state Cases 1 to 4 yield 99.45%, 99.45%, 99.46%, and 99.41%, respectively; the
dynamic Cases 1 to 4 yield 99.45%, 99.44%, 99.45%, and 99.37%. No marked degradation in
estimation accuracy is observed as the packet loss rate increases, which suggests that the fault
collapse coefficient and the reduced-order filter bank can effectively suppress cross-node fault
coupling and maintain a stable estimate of node-level fault severity.

Table 3 — Node-Level Fault Isolation and Accommodation Performance

Case Packet Loss Rate  Node Fault Isolation Rate Fault Estimation Accuracy
0% 100.00% 99.45%
25% 100.00% 99.45%
Steady-state
50% 99.98% 99.46%
75% 99.77% 99.41%
0% 100.00% 99.45%
. 25% 99.95% 99.44%
Dynamic-state
50% 99.88% 99.45%
75% 99.63% 99.37%

4. Discussion

This paper has presented a robust fault diagnosis methodology for aero-engine networked
distributed control systems operating under transmission uncertainties. By analysing the propagation
mechanisms of sensor faults, actuator faults, and network-induced anomalies, a unified equivalent
augmented fault-space model was constructed. This formulation enables control-system faults and
network uncertainties to be represented within a single diagnostic framework, thereby avoiding the
need for separate treatment of these two sources of disturbance.

To address the non-Gaussian noise characteristics arising from network delays and packet dropouts,
an adaptive kernel-bandwidth minimum information entropy criterion was incorporated into the UKF
framework, yielding the AMInIEC-UKF full-dimensional fault detector. Detection thresholds were
derived using a measurement uncertainty quantification approach based on the chi-square
distribution of the normalized weighted sum of squared residuals. The simulation results indicate that

14



ROBUST FAULT DIAGNOSIS FOR AERO-ENGINE NETWORKED CONTROL SYSTEMS

the proposed method maintains a high fault detection rate under both steady-state and dynamic
operating conditions, suggesting a satisfactory degree of adaptability to non-Gaussian residual
disturbances.

To meet the requirements of distributed node-level diagnosis, a bank of reduced-order filters
incorporating a fault collapse coefficient was developed, enabling simultaneous node-level fault
isolation and fault severity estimation. The results obtained under a maximum packet loss rate of 75%
demonstrate that the proposed method retains high fault detection rates, node isolation rates, and
estimation accuracy, which indicates its potential utility for health management in aero-engine
distributed control systems.

Several limitations of the present study should be acknowledged. The simulations reported here
primarily consider one type of transmission uncertainty, namely packet dropouts. Additional network
effects, including network delays, link jitter, clock drift, bandwidth contention, and concurrent multiple
faults, warrant further investigation. Moreover, subsequent work could usefully employ hardware-in-
the-loop or semi-physical test platforms to evaluate the real-time performance and reliability of the
proposed algorithm under realistic communication links and onboard computational resource
constraints. Such studies would represent an important step toward practical deployment.
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