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Abstract

The information interaction in the formation tasks has higher and higher requirements on the timeliness of the
communication system, but the electromagnetic environment in the confrontation environment is extremely
unfavorable for the communication channel. Therefore, the high speed, high bandwidth and information
interaction environmental interference, security, and cyber defense are the main contradictions in information
interaction in systemic joint operations. The core task of the information distribution system is to maximize the
compression of information content and reduce the pressure on information distribution to the communication
system under the premise of ensuring the information needs of the node. The information distribution system
mainly improves the periodic information distribution to distribution on demand, and global broadcast to
accurate information push, realizing optimized information distribution. The information distribution algorithm
based on collaborative filtering can effectively reduce the acquiring time, improve the accuracy of information
for nodes, reduce communication bandwidth, and improve the information interaction efficiency of
informationized operations.

Keywords: Information distribution, collaborative filtering algorithm, environment confrontation, data
communication

1. Summary

The network characterized by information interaction is an important force in the progress of human
society. The development level of network also shows the advanced degree of an organization or
group from another aspect. The core of networking is to improve the speed of information
transmission between different individuals, so how to maximize the use of network capabilities has
always been one of the hot spots of research. A variety of network configurations, such as star
connection, bus connection and complex network connection, have been developed. Different
network configurations support different information distribution modes, which is inevitable, It leads
to the transmission efficiency of information between different networks. In the confrontation
environment, the competition for network channel is very fierce. Everyone wants to transmit as much
information as possible with the minimum communication bandwidth!l. In the environment of
confrontation and game, people use each step change to express a binary bit, and use each bit of
each fixed position to express a fixed meaning. Fixed location data transmission mechanism not only
makes information transmission efficient, but also limits the flexibility of data transmission, because
the data type of each transmission is fixed, resulting in the information is always updated periodically.

There is a problem of information distribution among the members of a collaborative body composed
of multiple members. A large number of researchers have studied the methods of maintaining efficient
collaborative information distribution in different fields, and achieved a lot of meaningful results.
Literature 2 analyzes the multi-user information transmission method of data link from the perspective
of service. Literature 3, an information distribution method supporting edge computing is proposed.
The method of multi-dimensional information distribution using fuzzy time series method is given in
reference 4. Literature 5, an information distribution method and evaluation model for multi UAV
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cooperative work are given. Literature 6 gives a method of information distribution for physical attack
is given. Literature 7 gives a method of information distribution in automatic driving scenario. These
studies in the field of information distribution have partially solved their problems, but for how to
flexibly use the communication channel for data transmission, so that users can automatically
transmit different data according to their needs in different scenarios.

Aiming at the problem of information distribution in the scenario of changeable tasks, this paper
establishes the database of data requirements of different tasks, and maps them according to the
characteristics of tasks to form the database of task benchmark data requirements. For different task
phases, the cosine distance between the current task and the task features in the benchmark
database is calculated, and the packets with the smallest distance are distributed. The method of
calculating the distance according to the task characteristics and distributing the information
according to the minimum distance is called collaborative filtering information distribution algorithm.
This algorithm changes the fixed format and fixed information content transmission system in the
traditional data link information distribution for the first time, and realizes the dynamic distribution
strategy of different information in the confrontation environment.

The structure of this paper is as follows. The first chapter introduces the research status of information
distribution and the key content of this paper. The second chapter describes the characteristics of
information distribution in detail. The third chapter gives an information distribution framework. The
fourth chapter gives a collaborative filtering algorithm model. The fifth chapter gives a simulation
example based on the algorithm proposed in this paper. The sixth chapter summarizes it.

2. The method of information distribution in the confrontation environment

Information warfare is one of the core symbols of modern warfare. Distributed Combat equipment is
coordinated through information interaction to realize the ability aggregation of systematic warfare.
In the process of formation operation, information interaction has higher and higher requirements on
the timeliness of communication system, but the electromagnetic environment in the confrontation
environment is extremely unfavorable to the maintenance of communication channel. Therefore, the
main contradiction of information interaction in systematic joint operation is the high speed and high
bandwidth of information interaction and the interference of battlefield environment, security, Cyber
Defense, etc. The core task of information distribution system is to maximize the compression of
information content and reduce the pressure of information distribution on the communication system
under the premise of ensuring the information demand of nodes®?. The information distribution
system mainly realizes the optimal information distribution by adjusting the periodic information
distribution to the on-demand information and the broadcast information to the accurate information
push. The information distribution algorithm based on collaborative filtering can effectively reduce the
time and accuracy of information acquisition, reduce the communication bandwidth, and improve the
information interaction efficiency of information warfare.

The traditional information distribution is a human-in-the-loop request-response mechanism. The
node using information submits requests to the service center according to its own needs. The service
center pushes operational information to the requester according to global information. The process
involves two layers of transformation. It consumes much time, and in the complex environment where
people participate, the response information cannot be guaranteed to be the optimal information. In
order to solve this problem, some researchers propose to push the operational information by means
of periodic push or global broadcast, but it consumes much channel bandwidth, resulting in wasted
resources, which often interfere with the distribution of truly useful messages. The information
distribution system studied in this paper mainly solves the environmental information, which includes
situational information and physical information. The situational information is the operational
information in specific airspace operational process during a certain period of time, involving the
airborne flight target location, target attributes, information such as target motion attributes, distance
between targets, and target motion trends. The physical information includes atmospheric information,
terrestrial information, sea area information, electromagnetic radiation information, and altitude
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information of a specific airspace.

3. Information distribution framework

In the current command and control node centric multi aviation platform task coordination architecture,
the command and control node needs to control the task requirements of no node in the whole
environment, and use the data communication network between multi aviation platforms for
information distribution. Each aviation platform uploads the information obtained by its own sensors
in real time. Only the command and control center can grasp the global information. Moreover, the
command and control center will also have the command information, the global environment
information and the global confrontation information of the higher level control center. The
transmission of information in the network is not the more the better, but needs a task appropriate
and appropriate information, which can not only reduce the pressure of communication network data
transmission, but also reduce the processing pressure of each aviation platform. The information
distribution architecture shown in the figure below is just the information distribution mode of multi
aviation platform with the command and control node as the center!'%'?, The command and control
center node integrates the information perceived by each individual in the formation, and combines
the environment information and task information to form a global unified situation. Each member
uses the data sent by the command and control center to form a local decision input and carry out
individual actions. In the process of command and control task with human participation, commanders
manually distribute information to each individual. Due to the limitation of human processing ability,
they usually distribute information at the same rate. As a result, the most important information can
not be sent to the individuals in need in time.

The best information distribution strategy is to use the experience information to analyze different
situations and get the optimal information demand of each individual in each situation. The command
and control center sends information to different individuals according to the situation information. In
this paper, the collaborative filtering algorithm is used to classify and save the historical situations,
and the historical event experience value is formed in the situation space, When the situation in the
process of multi aviation platform cooperation is digitized and compared with the experience value in
the situation space, the group of information distribution information with the minimum multi-
dimensional distance value is searched, and the information distribution instruction of the current
command and control center is given.
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Figure 1. Information distribution architecture of multi-aircraft cooperation.
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4. Description of collaborative filtering algorithm
According to the task information of the current node, the distance calculation is performed with all
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the tasks in the task library, and the information corresponding to the previous tasks m is summed,
and the maximum information value is obtained. The information queue is the current optimal
information demand queue, and the information service center distributes all information. The detailed
algorithm is as follows.

This paper adopts the collaborative filtering algorithm as the decision rule generation algorithm of the
information service center, and uses the calibrated combat mission and combat information pair as
the training data set /,. Training data set I, ={W,S}, According to the task classification "
determined by the command and control center, each task number corresponds to all data pairs that
can characterize the task, W = (item,,item,,LL ,item ), item, represents the first eigenvalue. The
eigenvalues handled in this paper need to describe a complete task, so the value of each eigenvalue
needs to be normalized. For the time type feature value, the time absolute value is used; for the
geographic location type, the feature value takes the latitude and longitude ratio with respect to the
reference point origin; for the subjective feature value such as the task importance, the equal value
absolute value of 1 to 10 is used; The eigenvalues use the absolute value of the probability, and the
specific task eigenvalues need to be processed according to the actual use situation.

Find the task with the highest similarity to the current combat node task in the task library. The
similarity uses the cosine distance of the multi-dimensional vector as the criterion.

W xW.
sim(i, j) = Wl = VZE';( " M) (1)
’ |W|‘VV/‘ \/ZWZI‘,V\/ZWZJ',V

ven ven

Which W, represents the feature i of the task v.

According to the task information of the current node, the distance calculation is performed with all
the tasks in the task library, and the information corresponding to the previous tasks m is summed,
and the information of the largest front-middle task is summed, and the information maximum value
is obtained. The information queue is the current optimal information demand queue, and the
information service center distributes all confidence. The detailed algorithm is as follows.

Collaborative filtering information distribution algorithm

Input: Enter the task status data of the current node;
Output: A list of information required by the current node.
Step1. Normalize the task N status data of the node;
Step2.forien

calculate sim(N,i) ;
Step3. save sim(N,i) in the queue of distance L ;

Step4. max sim(N,i) ;
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5. Simulation analysis
For the sake of simplicity, we assume that in a strategic airdrop mission, the main delivery aircraft
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carries four escort aircraft. In the whole mission execution process, it can be divided into three stages,
namely, takeoff phase, cruising phase and air drop phase, At the same time, the main delivery aircraft
also needs to receive the meteorological information, task number information, waypoint information,
etc. pushed by the ground command and control center. In cruising stage, the main delivery aircraft
needs to transfer position information, target information, control information and so on with the escort
aircraft. In the air drop phase, the main delivery aircraft needs to send delivery information to the
ground command and control center and interact with the ground personnel. It can be seen that the
content of information transmission includes periodic information and trigger information, and the
content of information transmission will change according to the transformation of task stage. The
algorithm proposed in this paper is used to distribute information and record the amount of information
exchange data in the whole task simulation cycle. The amount of data between the two methods was
recorded and compared. In order to facilitate comparative analysis, the information distribution
process of this paper adopts different strategies, one is manual distribution for the whole process,
and the time consumption and information type of each stage are recorded, and the other uses the
collaborative filtering algorithm proposed in this paper. The simulation shows that the proposed
algorithm can cover 95% of information requirements while ensuring task execution.
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Figure 2. The simulation result

The analysis indicates that the algorithm meets the information needs of the operational nodes, and
can greatly reduce the pressure of information transmission on cooperative operation communication.
This method can not only provide decision support for the command and control operators of the
information service center. Meanwhile, it can be used in the information distribution on drones by
human-machines in the process of unmanned operation.

6. Conclusion

The effect of information distribution in the countermeasure environment is directly determined by
whether the proportion of data needs is met or not. The frequency and dimension of data distribution
can be dynamically adjusted when needed, which will effectively reduce the pressure of
communication channel. Especially in the case of communication interference, the available effective
bandwidth is very limited. If the necessary information is not transmitted in different ways in the
network, It will hinder the transmission of useful information, and then affect the mission completion
between multiple aircraft. The calculation of the distance between tasks proposed in this paper
determines the historical data to cut the information distribution content and frequency of the current
task, which can meet the needs of the current data transmission to the maximum extent, effectively
reduce unnecessary data transmission, and effectively use the communication bandwidth. It is an
effective information distribution method.



INFORMATION DISTRIBUTION METHOD FOR MULTI-AIRCRAFT COOPERATION

References
[1] Novikov D A, Chkhartishvili A G . Information Equilibrium: Punctual Structures of Information
Distribution[J]. Automation & Remote Control, 2003, 64(10):1609-1619.

[2] Abramov GV, AE Emel'Yanov, Kolbaya K C . Distribution law evaluation for demand service time in
information system with multiple access to the data link[J]. Automation & Remote Control, 2012,
73(1):181-185.

[3] Chiariotti F , Vikhrova O, Soret B, et al. Peak Age of Information Distribution for Edge Computing with
Wireless Links[J]. IEEE Transactions on Communications, 2021, PP(99):1-1.

[4] Y Xue, Li X, FuH . Construction of Multivariable Fuzzy Time Series Model Based on Multidimensional
Information Distribution Technology[C]// The International Conference on Natural Computation, Fuzzy
Systems and Knowledge Discovery. Springer, Cham, 2019.

[5] BarciM, Barci A, Hellwagner H . An Evaluation Model for Information Distribution in Multi-Robot
Systems[J]. Sensors, 2020, 20(3):710.

[6] Zhou G, Gao H, Chen P, et al. Information Distribution Based Defense Against Physical Attacks on
Object Detection[C]// 2020 IEEE International Conference on Multimedia & Expo Workshops (ICMEW).
IEEE, 2020.

[7] Biermann H, Philipsen R, Brell T, et al. Rolling in the deep: User perspectives, expectations, and
challenges of data and information distribution in autonomous driving[J]. Human-Intelligent Systems
Integration, 2020.

[8] Wei N, Walteros J L, Worden M, et al. A resiliency analysis of information distribution policies over
mobile ad hoc networks[J]. Optimization Letters, 2021(11):1-23.

[9] JuanY U, University S . Intelligent matching service system of rural logistics distribution information
based on Internet positioning[J]. Modern Electronics Technique, 2019.

[10]Han X, Wang Z, Xu H J . Time-Weighted Collaborative Filtering Algorithm Based on Improved Mini
Batch K-Means Clustering[J]. Advances in Science and Technology, 2021, 105:309-317.

[11]Zhang W, Zhou X, Yuan W . Collaborative Filtering Algorithm Based on Improved Time Function and
User Similarity[J]. Journal of Physics: Conference Series, 2021, 1757(1):012080 (8pp).

[12] X Yu, Jiang F, Du J, et al. A cross-domain collaborative filtering algorithm with expanding user and
item features via the latent factor space of auxiliary domains[J]. Pattern Recognition, 2019, 94:96-109.

Copyright Statement

The authors confirm that they, and/or their company or organization, hold copyright on all of the
original material included in this paper. The authors also confirm that they have obtained permission,
from the copyright holder of any third party material included in this paper, to publish it as part of
their paper. The authors confirm that they give permission, or have obtained permission from the
copyright holder of this paper, for the publication and distribution of this paper as part of the

ICAS proceedings or as individual off-prints from the proceedings.



